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Passive network monitoring systems are widely used by network operators to observe in real-
time the traffic from operational networks. A representative example of such a system is the
SMARTXAC platform [1], which is used by the Supercomputing Center of Catalonia (CESCA) for
continuously monitoring the Catalan Research and Education Network (Scientific Ring).

One of the main usages of these systems is the identification of network applications.
Traditionally, this identification was carried out by using the port numbers present in the packet
headers, given that most applications were associated with a predefined set of port numbers
(e.g., well-known ports).

However, nowadays it is widely accepted that port numbers no longer provide reliable enough
information to accurately identify network applications. The main causes include the existence of
a large number of web-based services, applications that use dynamic ports (e.g., FTP in passive
mode) and the usage of tunnelling. Moreover, users tend to change the port numbers associated
with their applications (e.g., P2P) to bypass firewalls, evade detection or avoid security attacks.

So far, several research works have proposed different solutions to the problem [2-6], most of
them with relatively limited success. As a result, most network monitoring systems still use the
port numbers to classify the network traffic. One of the alternatives most commonly adopted by
network operators is the inspection of the packet contents by using pattern recognition algorithms
(e.g., L7-filter [7]). Nevertheless, this technique presents three main limitations. First, it is not
suitable for high-speed links, because existing pattern matching algorithms are computationally
very expensive. Second, the new generation of P2P applications already support encryption and
protocol obfuscation techniques that hinder the recognition process. Finally, the collection and
inspection of packet contents may present privacy issues.

In this work, we present a novel identification method based on supervised machine learning
techniques that addresses the problems described above. Machine learning is a broad branch of
the Artificial Intelligence field that allows computers to extract knowledge from data provided in
the form of examples (i.e., training set). In particular, the training set consists of pairs <object,
class>, where the object is usually represented as a vector of features, whereas the class is the
value to be predicted. Therefore, the task of a supervised learner is to find out those features that
better predict the class of an object based on the examples within the training set.

In our case, the training set is composed of actual traffic flows collected in our network, while
the feature vector contains particular features of each flow that we consider as relevant to predict
the application they belong to (e.g., average packet size, flow duration or average interarrival
time). The basic requirement of our method is that the monitoring system must be able to extract
these features in real-time and they should not depend on the packet contents in order to avoid
performance and privacy issues. Once the features are extracted, the traffic flows are classified
according to the application they belong to. This phase is carried out by using pattern matching or
by manually inspecting the packet contents. This detailed analysis is possible during the training
phase given that it is executed offline. The training phase finishes with the generation of a
decision tree using the C4.5 algorithm [8]. In this work, this phase was performed using the Weka
[9] open source software, developed by the University of Waikato. A complete list of the features
used in this work is available in [10].

Finally, the monitoring system uses this decision tree to identify in real-time the application of
each collected flow, without inspecting the packet contents or relying only on the port numbers.
Furthermore, once the system is trained, the identification method is lightweight enough to be
used in high-speed networks without packet loss.



Figure 1 presents the preliminary results obtained with an actual implementation of this
method in the SMARTXAC platform. The figure shows the identification accuracy broken down by
application class (the average accuracy is of 97.14%) when monitoring two full-duplex Gigabit
Ethernet links that connect the Scientific Ring to RedIRIS (the Spanish NREN). Figure 2 plots the
application breakdown statistics reported by the original version of SMARTXAC (which uses the
port numbers) compared to those obtained with the new method. While in the original version
almost 50% of the traffic could not be classified (A_UKNWN), when using the proposed method
most of this traffic was classified as P2P.
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Figure 1: Identification accuracy broken down by application class using the proposed method based on
machine learning techniques
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Figure 2: Application breakdown using port numbers (left) and using the proposed method based on
machine learning techniques (right)
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